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1. SRCL Connect Business Continuity Plan

1.1 The objective of the Business Continuity Plan is to enable SRCL to quickly regain its previous performance and economic standing after any threat to business continuity, with as little interruption as possible to customers and the public.  It is important to realise that insurance alone cannot ensure business continuity in the event of a disruption.  Even a minor incident can cause long-term problems if it is not promptly and effectively resolved.  An effective Business Continuity Plan identifies vulnerabilities, instigates precautions, and creates a framework around which the business may swiftly reconstruct itself in the event of disruption or disaster. This Plan must be employed to enable all the facilities essential for maintaining our business profile in the marketplace to be reinstated before our client’s experience doubt, or encounter our competitors.

1.2 The purpose of this Business Continuity Plan is to make our business resilient to major and minor disruptions, and to prevent such events from driving our business into ruin.  This Plan revolves around the formation of a Business Continuity Team (BC Team), which requires an inter-departmental comprehension of what is required, with sustainable communications between all the personnel and resources (i.e. equipment suppliers and skilled services), necessary to reconstruct a viable business stance in the marketplace. It should enable senior management to regain control of the business without delay, to restore order in all affected Departments, and to enable staff to continue working effectively as soon as possible.

1.3 The aim of the Plan is to: 

· Establish highly-adaptable responses to assemble the BC Team, inform all personnel, and summon recovery management resources. 
· Identify the roles, responsibilities, and generic information on scenarios and responses.
· Identify the key assets required, and procedures needed to control recovery action, and target timescales in order to avoid disruption to normal business.
· Preventative measures are taken to reduce the chance of a disaster occurring, and recovery measures are put in place to allow fast restoration of service in the event of a disaster.

1.4 The Plan must be both accessible and readily comprehensible to key staff.  The object of the Plan is to introduce order to a chaotic situation, not to increase confusion through inappropriate, unreliable or impractical schemes.

1.5 Copies of this Plan have been assigned to key personnel with copies held in several secure locations (e.g. at BC Team members' homes and laptops).  The Distribution List below lists all Plan holders, who are responsible for the maintenance and protection of their own copy.  Note that this document has an information classification of Confidential and copies are not considered Business Critical.  So, for example, if a copy of the BC Plan is held on a laptop, that laptop does not then need to be considered Business Critical.

1.6 It is the responsibility of the BMS Manager to inform the BCP team when an update has been made to the plan and it is the responsibility of the team to ensure that they hold at home the most up to date version of the plan. 
  
2. Distribution List

2.1 Steripoint, IT Operations Manager, Director of IT, Compliance Director, Group Account Director, Contact Centre Manager, Database Manager email 

3. Roles and Responsibilities

3.1 In order to implement this Plan (in the event of a disruption to business continuity) a Business Continuity Team (BC Team) has been established with clearly defined roles, and comprising key personnel knowledgeable and responsible for distinct aspects of the business. 

3.2 Where an individual role-holder is not available, a deputy shall be nominated either by the role-holder, or the BC Team Leader.

	BCTL
	Business Continuity Team Leader
	IT Operations Manager

	DBCTL
	Deputy Business Continuity Team Leader
	IT Director / Group Account Director

	SRC
	Services Restoration Co-ordinator
	Compliance Director

	TRS

CFRC
	Troubleshooting - Technical Review and Support 

Computer Facilities Restoration Co-Ordinator
	Lead Developer

IT Operations Manager

	FO
	Financial Officer
	Management Accountant


3.3 The team should gather all available information and determine the extent of the immediately discernible damage and assess the probable effects and likely implications of the disruption. Outputs from this investigation should include a logistic and financial report. 

3.4 The next stages involve the restoration of basic functions, beginning with the essentials and building from there. The relevant Procedures from the Information Security Management System shall be identified and implemented. 

3.5 Each aspect of the recovery process should be defined in terms of priority and maximum permissible timescales.  

3.6 Each member of the BC Team has been assigned BC specific responsibilities in addition to their regular day to day activities (which may also be required as part of BC tasks).
 
Business Continuity Team Leader

3.7 This role is assigned to the IT Operations Manager.

3.8 The BC Team Leader has the following BC specific responsibilities:

· Ownership of this Plan
· Deciding whether a threat to business continuity exists, and its severity (Degraded, Severe Disruption, Disaster)
· Establishment and maintenance of a Business Continuity Log
· Construction and management of the BC Task Schedule. This form (at Annex B) lists the BC Team tasks identified in this Section. The BC Team Leader shall decide which of these tasks are appropriate for the situation at hand, confirm the owner of the task, and agree timescales for completion
· Authorisation of procurement of high-value assets in the restoration process (guidance may be drawn from ADP10 Procurement).

Deputy Business Continuity Team Leader

3.9 This role is assigned to the IT Director or Group Account Director

3.10 The Deputy BC Team Leader assists the BC Team Leader in implementing the overall BC strategy. The Deputy BC Team Leader assumes the role of BC Team Leader in the absence of the Director of IT. 

3.11 The Deputy BC Team Leader also has the following BC specific responsibilities:

· Inform customers regarding the impact upon operations. 
· Coordinate with marketing team in the preparation and release of statements to the press etc.

Services Restoration Co-ordinator

3.12 This role is assigned to the Compliance Director.

3.13 The Services Restoration Co-ordinator has responsibility for ensuring the below tasks are completed by staff responsible:

	Task
	Function Responsible

	Notify insurance company
	FO

	Submit a Financial Status Report to BC Team Leader
	FO

	Procurement of assets and services to restore business facilities
	CFRC

	Management of finance and administration activities
	BCTL

	If outside working hours, contact all staff and advise on situation, and whether they are to attend work
	SRC

	Notify agents and PA’s scheduled to work on shifts that may not now go ahead.
	SRC

	Notify customers of impact of problem.
	DBCPTL

	Contact utilities (e.g. telephone and internet providers) regarding disconnection/connection/re-direction/re-configuration
	BCTL

	Liaise with Police where required
	BCTL

	Review of the Business Continuity Log following completion of recovery action
	SRC

	Scheduling and co-ordination of the testing of this Plan
	SRC

	Review and revision of this Plan to address continuous improvement
	SRC




Troubleshooting – Technical review and analysis

3.14 This role is assigned to the Lead Developer

3.15 Specific responsibilities:
· Troubleshoot and identify technical issue
· Reporting findings to BC Team Leader
· Monitoring and analysis of issue
· Support with implementation of corrective and preventative actions

Computer Facilities Restoration Co-ordinator 

3.16 This role is assigned to the IT Operations Manager

3.17 The Computer Facilities Restoration Co-ordinator has the following BC specific responsibilities:

· Communications capability assessment in liaison with Services Restoration Co-ordinator
· Retrieval of computer backup data (guidance may be drawn from ITP01 ‘Morning/Evening Duties’)
· Refurbishment of damaged equipment where possible
Procurement and commission of new computer systems 
3.18 In addition to a copy of this Plan, the Technical Manager shall maintain and keep available a copy of the SRCL Network Schema showing the arrangement, interdependencies and connections relating to the SRCL computer network system(s).

Financial Officer 

3.19 This role is assigned to the Financial Controller and the following BC specific responsibilities are;
· Notifying the Insurance company if applicable
· Implementing financial status report and working with the BC Team Leader to track costs for the BC event
· Finalise Financial status report
· Work with the insurance company to manage any claim

4. Stages of Business Continuity and Disaster Recovery

4.1 At all stages of the disaster recovery process, staff should follow the advice of the Business Continuity Team Leader  and experts in each affected area (emergency services, engineers etc.) and not take unnecessary risks to attempt to restore service or save property or other assets.

5. Notification / Activation Stage / Risk Assessment

5.1 Where it is believed that a threat to business continuity exists, the IT Operations Manager shall notify and assemble the BC Team.

5.2 Whomever identifies the threat to business continuity should initiate an email to the SRCL Business Continuity team distribution list businesscontinuity@stericycle.com using the email template found in Appendix A and circulated via email.

5.3 The Team should then conduct a Risk Assessment to determine the severity of the disruption using F1.07.03 found on the BMS, identify which departments need to be involved in the recovery process. The severity may be classified as:

	Severity
	Description

	Degraded
	Loss of one or more Business Critical Services (specifically ability to receive data from customers, and ability to make calls, IVR and agent) for a period less than 24 hours

	Severe Disruption
	Loss of one or more Business Critical Assets for a period up to one week.

	Disaster
	Complete cessation of business activities. (E.g. extensive fire damage, extensive denial of access and service.




5.4 The team should gather all available information and determine the extent of the immediately discernible damage, assess the probable effects and likely implications of the disruption. Outputs from this investigation should include a logistic and financial report. 

5.5 An incident report needs to be opened using the Incident Management Database on Steripoint by the IT Operations Manager

5.6 If required, customer notifications will be sent out to advise of issues incurred as per the roles and responsibilities defined above 


6. Recovery / Restoration Stage

6.1 The next stages involve the restoration of basic functions, beginning with the essentials and building from there. The relevant Procedures from the Information Security Management System shall be identified and implemented.

6.2 Each aspect of the recovery process should be defined in terms of priority as per the SRCL Asset list and maximum permissible timescales.

Each member of the BC Team has been assigned BC specific responsibilities in addition to their regular day to day activities (which may also be required as part of BC tasks). 

6.3 Responsibilities will be delegated to the technical team to assess system damage in more detail and liaise with the dedicated Rackspace team.

6.4 Dependent upon the nature of the incident, normal communication routes may be disrupted. One of the priorities of the recovery stage is to re-establish both internal and external communications as quickly as possible. 

6.5 Staff members who will assist with the DR process should be contacted with instructions using the approved email template saved by each team member (see Appendix A)

6.6 Staff members not directly involved in the DR process should be contacted, informed of the situation and given direction.

6.7 If required, customer notifications will continue to be sent at regular intervals until all customer services have been fully restored.




7. General Responses

7.1 These elements may form part of the response to any of the emergency scenarios 

Assemble BC Team

7.2 The BC Team Leader will consult the other BC Team members and decide whether a disruption to business continuity exists (see the emergency scenarios below ). This is important where only part of the business is affected, and where there may be conflict if a disruption situation is declared unnecessarily. 

7.3 Notify broker or insurance company. If outside working hours, contact all staff using pre-arranged phoning sequence, and advise on situation, and whether they are to attend the office. 

Assessment

7.4 It is important that the BC Team makes an accurate assessment of the situation in order to enable the construction of a BC Task Schedule. This list of activities will help deploy the appropriate response within reasonable timescales.

Public Relations

7.5 One of the benefits of having a sound Business Continuity Plan is that in the event of a disaster, it can demonstrate just how organised we are. It is vital to quell rumours, before they start, with hard facts.  Communications should be approved by the BC Team Leader and released by the Deputy BC Team Leader. 

7.6 If necessary, the Deputy BC Team Leader shall inform all customers and suppliers of the disruption or disaster and assure them of SRCL continuing service.



8. [bookmark: _Ref189364390]Emergency Scenarios

8.1 In addition to the normal emergency scenario of loss of office facilities, these specific emergency scenarios are derived from the Risk Assessment.

· Non-Availability of Applications
· Loss of Rackspace Facilities
· Loss of Key Personnel
· Loss of Internal IT Facilities
· Denial of service / Cyber attack

8.2 Each section describes the preventative and recovery measures in place for this scenario

9. Non Availability of Critical Applications

9.1 Applications may become unavailable due to software failure, malicious activity etc.  Failure of individual hardware systems is mitigated by resiliency measures, so that the application can continue to function, albeit at a reduced throughput, perhaps.  Total loss of the servers providing the applications (or of both of a redundant pair) is covered by Section 10 Loss of Rackspace Facilities below

Database Server Failure

9.2 The SQL Server DBMS is configured to maintain Active: Passive failover configuration of application databases.  In the event of an Active server failing, the Passive (Failover) server takes over automatically with little or no disruption to the rest of the application.  In this event, SRCL support staff are informed by email and SMS.  They then diagnose the reason for the failover and, as necessary:

· Take immediate corrective action (e.g. simple configuration change).
· Rebuild the server from the OS up.
· For hardware failure, contact Rackspace for support and repair.

9.3 In any case, the mirror server continues to provide the database until the main server is ready to take back the live role, and there is no loss of the applications.  Therefore, a single database server failure is not an event that requires use of the BC Plan.

9.4 If the database becomes unusable because of data corruption, then it must be restored from backup:

· Liase with Rackspace for restoration of back of database
· If the corruption is known to have occurred at a particular time during the day, then the transaction log can be used to roll the database back to a point just prior to the problem, thus minimising the loss of new data.
· Otherwise, an overnight backup must be restored.

9.5 As a database restoration from backup requires application downtime, and likely loss of data, then BC Plan procedures should be used to communicate with customers and staff.

Web Server Failure

9.6 The four web servers (2 Load-Balanced, redundant Public servers and 2 NHS N3/HSCN Load-Balanced, redundant servers) that provide the front-end web application and the web service logic can maintain the applications workload individually. If one fails, SRCL IT staff can take corrective actions (configuration change, rebuild, Rackspace service, as above) whilst the applications continue to operate. This is not an event that requires use of the BC Plan

[bookmark: _Ref189366314]
10. [bookmark: _Ref13069177]Loss of Rackspace Facilities

10.1 The entire rack may become unavailable due to fire or flood, power or network failure etc.  In this case, the likely timescale of the unavailability must be ascertained.  This should be weighed against operational requirements – e.g. when agent shifts are scheduled, when customer uploads are expected and so on.  Where there is a reasonable expectation that services will not be resumed before this operational requirement is met, and then recovery procedures (below) should be initiated.

10.2 Due to the solution we have in place with Rackspace, we rely on Rackspace DR to restore services to us. They have been chosen due to the level of resiliency that they offer 

11. Loss of Internal IT Facilities

Outsourced Services

11.1 Sharepoint and our Exchange email are hosted by Microsoft.  When the services become unavailable, raise a support ticket with IS Support to resolve the issue with Microsoft


12. Office Telephony

12.1 Office phones may be unavailable due to either loss of network connectivity or loss of the telephone switch. Contact Shared services IS Support for issues with Office phones.

13. Loss of Office Facilities

13.1 Agents use their own facilities, so loss of main office facilities should not affect them.

13.2 Office based employees can remotely work from home if there is an issue with the office facilities.

13.3 SRCL head offices are located in a building which may be unavailable due to fire, flood, loss of power etc. Therefore it is imperative that all staff have access to an internet connection and are able to work from home and connect to the VPN if office facilities are lost. Immediate losses are limited to:
· Incoming telephone calls to desk phones; IS Support would be able to change the Freeswitch configuration to reroute calls to mobiles, or software phones (using Zoiper or similar application)
· Incoming postal mail may not be deliverable, would need to contact post office and ask them to hold all mail until further notice
· Paper records stored in the office may be lost.
· IT facilities at the office may be lost (but note that operational systems are not located at the office).

Communications

13.4 Mobile phones held by the BC Team shall be utilised. The Services Restoration Coordinator shall arrange for call re-routing with IT and mail delivery company as necessary. In the meantime, with the loss of incoming telephone calls to desk phones, as well as postal mail and faxes, all clients must be contacted to make them aware these are not being received and alternative arrangements and contact details be provided as a point of contact to ensure continued customer support is available.

Documentation

13.5 All key documentation, including Legal and control docs are scanned and saved on Sharepoint or, wherever applicable.

13.6 Hard copies should be forwarded to the Quality, Service Delivery and Compliance Director for filing in locked cupboard

14. Loss of Key Personnel

14.1 The company currently only employs a small number of permanent members of staff, each of whom fulfil several roles and functions within the organisation. In many cases there are viable alternative members of staff to carry out these functions in the short to medium term without any significant impact on daily business. In other cases, the effects of the loss of a member of staff may not be immediately felt, which could allow time for an alternative to be found. The company can also call on the wider SRCL business for support where necessary.

14.2 Critical roles and functions of the permanent members of staff to determine who would be both able and responsible for carrying out key functions in the event of the loss of a particular member of staff are reviewed by regular desktop exercises. Current holders of roles and their backups are shown below:

	System
	Contact Name
	Contact Details
	

	Databases
	Daniel Chard
	Daniel.chard@stericycle.com
	

	FreeSwitch
Asterisk
	Matthew Morris
	Matthew.morris@stericycle.com
www.freeswitchsolutions.com
www.freeswitch.org
www.asterisk.org
	

	ASP.NET, other Microsoft
	SRCL Dev Team
	Damian.Green@stericycle.com
	

	SharePoint, CRM
	Company Net
	www.company-net.com
	




14.3 Results of all desktop exercises are detailed separately and stored in the Business Continuity folder in Steripoint.

14.4 The loss of a key member of staff was defined as an enforced, unplanned absence from work for a period of more than 7 calendar days where the member of staff is unable to carry out any work. Critical duties were defined as those which must be carried out during any given 7 calendar day period, where the failure to do so may have a significant negative effect on the Company.

15. Testing and Maintaining the Plan 

Testing the Plan 

15.1 This Plan remains a plausible theory until proven company-wide.  It is essential to test out the component parts of the Plan, covering aspects both within and outside the business. 
 
15.2 This Plan shall be tested on an annual basis, or where there is a significant change to the business, whichever is the earlier. Disaster scenarios will be proposed and 'war-games' methods employed. I.e. describe a specific disruption or disaster, determine its likely immediate and long-term repercussions, and monitor BC Team members' mock-up responses. 
 
15.3 Objectives and criteria for judgement of how effective the Plan is shall be defined, according to previously established maximum permissible interruption intervals (survival values) for business functions. 
 
15.4 The planning and conduct of the above tests and the assessment of the performance criteria is the responsibility of the BMS Manager. 
 
Maintaining the Plan 

15.5 Plans rapidly date, and an obsolete plan will create confusion. This Plan shall be reviewed and revised annually to accommodate: 
· Changes in the business. 
· Findings of Risk Assessments (see ISP13 Risk Assessment & Treatment). 
· Occurrence of Business Continuity situations. 
· Resources contact details. 
 
15.6 The BMS Manager is responsible for ensuring this Business Continuity Plan is maintained and up-to-date, and to control the distribution of all revisions.  
 
15.7 The remainder of the BC Plan is to be reviewed on an annual basis, or where there is a significant change to the business, whichever is the earlier. 
 
Record of Tests/Desktop Exercises

15.8 Tests and Desktop Exercises are carried out annually and the results for each exercise are stored in the Business Continuity Plan folder on Sharepoint.



16. [bookmark: _Ref13071499]Appendix A

Summary of issue: 

e.g. Phones not working

Details: 

· Where possible try to include information such as
· Error message – attach screen shots
· How many people affected
· Is problem intermittent / consistent
· Can we reproduce the problem
· Is it all trusts affected / specific trusts
· Make notes of times and actions

Actions:

	Actions
	Owner
	Status
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